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14:30 — 16:00




General

Ground Rules COURSE OUTLINE

09:00 - 10:30 AuThIMeLaz AuanAAaiuliues
02 AmTmngYInesumMsinuAssuasasafelaiues

10:45 - 11:45 03 wnUftRsumeluladansaumne uazauiuniaensislaiues
04 NMNFIUYBY NIST Cybersecurity Framework
05 p3AUsENaUYBY NIST Cybersecurity Framework

11:45 - 12:00 Workshop 1

Agenda & Timetable 13:00 - 14:15 06 WU URARIL NIST Cybersecurity Framework
14:30 - 15:30 06 wuUfURMIL NIST Cybersecurity Framework (518)
15:30 - 16:00 - Workshop 2
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Figure 1: ENISA Threat Landscape 2022 - Prime threats
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Top Ten Cybersecurity & Privacy Threats and Trends 2023

1. Security Awareness is Not Enough, Corporate needs to Cultivate Cyber Resilience Culture and
Implement Cyber Attack Simulation

2. Adopt “Cyber Mindset” from “Are We Secure?” to “Are we Ready”

3. Digital Supply Chain @RISK

4. From “Cyber Drill” to “BAS” (Breach and Attack Simulation)

5. The Hidden Link between “Your Digital Footprint” & “Your Digital Identity”

6. From “Cyber Risk” to “Digital Risk” From “Digital Divide” to “Digital Inequality”

7. Preparing for “The Unknown Unknown Threats” Cyber Resilience : The Foundation of Digital
Transformation Success

8. CIO & CISO need to be “Value Driven Professional”

9. Cybersecurity and DEI (Diversity, Equity, and Inclusion)

o A A 4024 A 4

10. The Age of “Information Disorder”
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Overview of Cybersecurity
Legal Regulations
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IT/Information Security, Cyber Security and Cyber Resilience

Information security

Cyber security

Cyber resilience
-+ o >

Source: *Cyber security strategies achieving cyber resilience”, Information Security Forum (ISF), www securityforum org
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IT/Information Security, Cyber Security and Cyber Resilience

AFNH

ANa5UY

Cyber Resilience

W84 Information Security Forum (ISF) wussisanauuaz3ssuilessnitu 3 dw laud
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(Good Governance in Cybersecurity)
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Systems (ISMS)

7 .y T

ISONEC

27005 ——

/ NIST
/ Privacy \
y\ Framework
$ \ Ciraf version d

3 / 1SONEC \\————/
27018 \ 29100 /

Governakce { _ A 2 A /
and management / \ \ A ; ’f;’

of enterprisi T

Enterprise
Architecture

(EA

/ 1sonec \ \
27017

- Code of practices for P
| CSA n public clouds
\ 21500 /, Y CMMI / nfo. security controls for Cloud services
/ / I1ISONEC / Code of practices for Info. Sec controls
. /

\ 29110 /
/ Quality Management Systems (QMS

=t T Service Management Systems (SMS
Practices for IT Service Management
Capability Maturity Model Integration

Project Management Guide

Software Engineering Lifecycle

Guidance on project management £y
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ISO/IEC 27001:2013

Information Security Management System
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Annex A Reference
confrol objectives and controls

dRguszasAnIAIURULAS

wnInnuauiilédig
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10.2 Continual
improvement
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: ISMS Requirements
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ISO/IEC 27001:2013
Information Security Management System : ISMS Requirements

Annex A : Reference control objectives and controls*

Information Security : 14 Domains, 35 Control objectives, 114 Controls

A5 Information security policy i 2 § A10 Cryptography N 2 System acquisition, development
: and maintenance

» Management direction for information security (2 controls) » Cryptographic controls (2 controls) + Sacuily seuiramanis of infnation aystesss (3 controls)

v+ Security in development and support processes (9 controls)

A.6 Organization of information security 2 7 L Physical & environmental security 2 » Test data (1 control)

+ Internal erganization (5 controls) » Secure areas (6 controls) )
» Mobile devices and teleworking (2 controls) » Equipment RSl A.-15  Supplier relationships
AT Human resource security A.12 Operations security 7 14 lnform_atlun s-_scunty_ln supplier relationships (3 controls)
v Supplier service delivery management (2 controls)
» Prior to employment (2 controls) + Operational procedures and responsibilities (4 controls) - —
+ During employment {3 controls) + Protection from malware (YN p 1 [nformation security incident
+ Termination and change of employment (1 control) + Backup (1 control) management
+ Logging and monitoring (4 controls) + Management of Information security incidents and
A8 Asset management ) : Control of operational software (1control)  improvements (7 controls)
— + Technical vulnerability management (2 controls)
+ Responsibility for assets (4 controls) - |nformation systems audit considerations {1 control) A4q7 Information security aspects of
' :'r;fnr;mal:lor:i;:lasmﬂcatmn g con;rrz:sa : business continuity management
* 2dla nanaiin con 5 - = = .
¢ A.13  Communications security i+ Information security continuity (3 controls)
A9 Access control EREFN  Network security management (3 contrals) * Redundancies (1 controls)
. . + Information transfer (4 confrols) )
+ Business requirements of access control (2 controls) A.18 Compliance
I i ) K
: E:z; ?:::Os:sl:;m:l;ement {?162::;;; » Compliance with legal & contractual requirements (5 controls)
» System and application access control (5 controls) + Information security reviews (3 controls)

Organizations can design controls as required, or identify them from any source.
Caonfrol objectives are implicitly included in the controls chosen. The confrol objectives and controls listed in Annex A are not exhaustive and additional control objectives and controls may be needed.
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ISO/IEC 27002:2022 — Information Security Controls
s Organizatonalcontrols [ Annex A AS | |

5.1 Policies for information security

52 Information security roles and responsibilities

5.3 Segregation of duties

54 Management responsibilities

5.5 Contact with authorities

5.6 Contact with special interest groups

5.7 Threat intelligence *
5.8 Information security in project management

59 Inventory of information and other associated assets

5.10 Acceptable use of information and other associated assets
5.11 Retumn of assets

512 Classification of information

513 Labelling of information

514 Information transfer

5.15 Access control

516 Identity management

517 Authentication information

5.18 Access rights

5.19 Information security in supplier relationships

5.20 Addressing information security within supplier agreements
5.21 Managing information security in the ICT supply chain

522 Monitoring, review and change management of supplier services

524 Information secunty incident management planning and preparation
525 Assessment and decision on information security events

526 Response to information security incidents

5.27 Learning from information security incidents

5.28 Collection of evidence

529 Information securty during disruption

5.31 Legal, statutory, regulatory and contractual requirements

5.32 Intellectual property rights

5.33 Protection of records

5.34 Privacy and protection of PII

5.35 Independent review of information security

536 Compliance with policies, rules and standards for information security
537 Documented operating procedures

6.1 Screening

6.2 Terms and conditions of employment

6.3 Information security awareness, education and training

6 4 Disciplinary process

6.5 Responsibilities after termination or change of employment

6.6 Confidentiality or non-disclosure agreements

6.7 Remote working

6.8 Information security event reporting

5.23 Information security for use of cloud services e

5.30 ICT readiness for business continuity i

8 Technological controls
User endpoint devices

8.2 Privileged access rights

8.3 Information access restriction
8.4 Access to source code

8.5 Secure authentication

8.6 Capacity management

8.7 Protection against malware

8.8 Management of technical vulnerabilities

8.9 Configuration management +
7 Physical controls Annex A: A7 . 8.10 Information deletion *
. n n 8.11 Data masking -+
71 Phys!cal security perimeter 8.12 Data |eakage prevention e |
;g ghysu_:al if;trﬁf d facilit 8.13 Information backup
2 SECUNNg offices, rooms and faciities 8.14 Redundancy of information processing facilities
7.4 Physical security monitoring X 8.15 Logging
7.5 Protecting against physical and environmental threats 8.1 6 Monitoring activities +
7.6 Working in secure areas 8.1? Clock synchronization
;; (E:'e?r desnlf( a;jd clea; SC:;;" . 8.18 Use of privileged utility programs
-6 Equipment siing and p _ctlnn 8.19 Installation of software on operational systems
7.9 Security of assets off-premises 8.20 Network security
el Storagel rnedla_ : 8.21 Security of network services
N Supporlmg ul|_||l|es 8.22 Segregation in networks
7.12 Cabling security 8.23 Web filtering &
7.13 Equipment maintenance 8.24 Use of cryptography
7.14 Secure disposal or re-use of equipment 8.25 Secure development life cycle
| - | 8.26 Application security requirements
& 8.27 Secure system architecture and engineering principles
[ Introduction | 8.28 Secure coding e
[ Scaope | 8.29 Security testing in development and acceptance
[ e e 8.30 Outsourced development
= People Physical 8.31 Separation of development, test and production environments
abbreviated terms controls controls 8.32 Change management
| e o 8.33 Test information _ _ _
F—— Technological 8.34 Protection of information systems during audit and testing
4.1 Clauses
a.zmw controls B ¥ 11 New controls Total : 93 controls
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ISO/IEC 27002:2022 — Information Security Controls

% Control Layout

Examples:

o
epn?

Control Title

5.26 Response to information security incidents

Attribute table

#
-
o
o

!
o

Control type

Information
security properties

Cybersecurity
concepts

Operational
capabilities

Security domains

#Corrective

#Confidentiality
#Integrity
#Availability

#Respond #Recover

#Information_securi-
ty_event_management

#Defence

Control

Information security incidents should be responded to in accordance with the documented procedures.

Purpose

To ensure efficient and effective response to information security incidents.

Purpose

Other information It

The organization should establish and communicate procedures on information security incident
response to all relevant interested parties.

Information security incidents should be responded to by a designated team with the required
competency (see 5.24).

The response should include the following:
a) containing, if the consequences of the incident can spread, the systems affected by the incident;
b) collecting evidence (see 5.28) as soon as possible after the occurrence;

¢) escalation, as required including crisis management activities and possibly invoking business
continuity plans (see 5.29 and 5.30);

d) ensuring that all involved response activities are properly logged for later analysis;

€) communicating the existence of the information security incident or any relevant details thereof to
all relevant internal and external interested parties following the need-to-know principle;

f) coordinating with internal and external parties such as authorities, external interest groups and
forums, suppliers and clients to improve response effectiveness and help to minimize consequences
for other organizations;

g) once the incident has been successfully addressed, formally closing and recording it;
h) conducting information security forensic analysis, as required (see 5.28);

i) performing post-incidentanalysis to identify root cause. Ensure itis documented and communicated
according to defined procedures (see 5.27);

i) identifying and managing information security vulnerabilities and weaknesses including those
related to controls which have caused, contributed to or failed to prevent the incident.

Other information

The ISO/IEC 27035 series provides further guidance on incident management.
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ISO/IEC 27002:2022 — Information Security Controls

Themes and Attributes: Categorization of Controls

(a) Control type Preventive Detective Corrective

(b) Information security properties Confidentiality Integrity Availability

(c) Cybersecurity concepts Identify Protect Detect Respond Recover

Governance  Asset management Information_protection = Human_resource securi Physical_securi
(d) Operational capabilities -manag P - _Security [ Physlcal security
System_and_network_security Application_security Secure_configuration Legal_and_compliance
Identity_and_access_management  Threat_and_vulnerability_management  Supplier_relationships_security

Continuity Information_security_event_management Information_security_assurance

(e) Security domains Governance and Ecosystem Protection Defence Resilience
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ISO/IEC 27002:2022 — Information Security Controls

¢ Themes and Attributes: Categorization of Controls

Exampl\E?S: Control type Information Cybersecurity Operational Security domains
security properties | concepts capabilities

5.24 Information security incident management planning and preparation

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Confidentiality #Respond #Recover |#Governance #Defence
#integrity #Information_securi-
#Availability ty_event_management
8.20 Networks security
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect #System_and_net- #Protection
#Detective #Integrity work_security
#Availability

7
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- CYBERSECURITY
" FRAMEWORK
% VERSION 1.1
O

7, NIST Cybersecurity Framework

NIST Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1, 2018
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Overview of NIST
Cybersecurity Framework

AMNTFINVBI NIST Cybersecurity Framework




What is the cybersecurity framework (CSF)?

CSF fa nann1shazkuIn 1l uanangalun1susmsinnisanudss ieenszauauduaslaonduyadaddns
nnszau Muludslsliesinsanunsaawuieiu #9193u waznevauswasuanAuliegTInT ez Tu
seuv luvagiigsiadeasmiliudelulaegnaiios
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What is the cybersecurity framework (CSF)?

NIST - NIST Cybersecurity Framework
Matienal Institute of
Standards and Technalagy % 1 O
anunInIgIuLazyAluladuiey A version L.

Released in Feb 2014

Released in April 2018

Initial Public Draft

NIST Cybersecurity Framework - NIST Cybersecurity Framework

version 2.0

version 1.1

agsrnineduilennuAniiu Date Published: August 2023 Version Jaq0u
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NIST Cybersecurity Framework

NIST Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1, 2018

NIST Cybersecurity Framework

IDENTIFY PROTECT

Asset Management

Identity Management
And Access Control

Business Environment

Awareness and Training

Governance

Data Security

Risk Assessment

Information Protection
Processes and Procedures

Risk Management Strategy

Maintenance

Supply Chain Risk Strategy

J

Protective Technology

DETECT RESPOND RECOVER

Anomalies and Events Response Planning Recovery Planning
\.
p
Security Continuous —
. Communications Improvements
Monitoring
/
s A
Detection Processes Analysis Communications
. | J/
2
Mitigation
\. J/
Improvements
\. J/

N13358YANNEND1RAATY

N\
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a &
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|
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Components of NIST
Cybersecurity Framework

p3AUTENaUYaY NIST Cybersecurity Framework




Cybersecurity Framework Components

Defines the activities, outcomes and references. Describes the extent of

Consists of five concurrent

. . “rigor & sophistication” of cybersecurity
and continuous functions:

risk management p I_"" I—d

processes and S I:z-;k ,.
Partial nlorme
practices

mentiFy |

10NS

r

proTECT PR
There are 4 levels from Tier 1

CYBERSECURITY (Partial) to Tier 4 (Adaptive)

FRAMEWORK

3
<
=
—
®
=
=
=
=
=
=
—

Documents the "current state”

uses risk management
processes

create the "target state" profile.
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Framework Core

Function Category ID

Asset Management ID.AM
i i . Business Environment ID.BE

Cybersecurity Framework (CSF) Core Functions: What processes and assets
5 o ) d - Governance ID.GV
PERTEY Identlfy—.De»felop the organizational understanding It-.a.manage need protection: Risk Assessment \D.RA
cybersecurity risk to systems, assels, data and capabilities. Risk Management Strategy ID.RM
Protect—Develop and implement the appropriate safequards to Supply Chain Risk Management ID.SC
PROTECT ensure delivery of critical infrastructure services. Identity Management & Access Control PR.AC
Awareness and Training PR.AT
Detect—Develop and implement the appropriate activities to T E——— PR.DS

identify the occurrence of a cybersecurity event. What safeguards are

available? Information Protection Processes & Procedures PR.IP

Respond—Develop and implement the appropriate activities fo

RESPOND take action regarding a detected cybersecurity event. Maintenance PR.MA

Protective Technology PR.PT

Recover—Develop and implement the appropriate activities to Anomalies and Events DE.AE

What techniques can identify

RECOVER maintain plans for resilience and to restore any capabilities or Detect Security Continuous Monitoring DE.CM

incidents?

services that were impaired due to a cybersecurity event. Detection Processes DE.DP

Response Planning RS.RP

Communications RS.CO

What techniques can contain
q Analysis RS.AN

impacts of incidents? —
Mitigation RS.MI

Improvements RS.IM

Recovery Planning RC.RP

What techniques can restore
q Improvements RC.IM

capabilities?

Communications RC.CO

Aun: https://www.nist.gov/cyberframework/online-learning/cybersecurity-framework-components 85



Subcategories & Informative References

23 Categories

Function

108 Subcategories

Subcategory—

Informative References

ID.BE-1: The organization’s role in the
supply chain is identified and
communicated

COBIT 5 APQ08.01, APO08.04,
APO08.05, AP010.03, APO10.04,
AP010.05

ISO/IEC 27001:2013 A.15.1.1, A.15.1.2,

A.15.1.3,A.15.2.1, A.15.2.2
NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s place in
critical infrastructure and its industry
sector is identified and communicated

COBIT 5 APO02.06, APO03.01
ISO/IEC 27001:2013 Clause 4.1
NIST SP 800-53 Rev. 4 PM-8

Detect

ID.BE-3: Priorities for organizational
mission, objectives, and activities are
established and communicated

COBIT 5 APO02.01, APO02.06,
APO03.01

ISA 62443-2-1:20094.2.2.1,4.2.3.6
NIST 5P 800-53 Rev. 4 PM-11, 5A-14

ID.BE-4: Dependencies and critical
functions for delivery of critical
services are established

COBIT 5 AP010.01, BAI04.02, BAI09.02
ISO/IEC 27001:2013A.11.2.2, A.11.2.3,
A.12.1.3

NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-
11, PM-8, SA-14

Category ID
Asset Management ID.AM
Business Environment ID.BE
Governance ID.GV
Risk Assessment ID.RA
Risk Management Strategy |[ID.RM
Supply Chain Risk ID.SC
Management
Identity Management and
Access Control Gt
Awareness and Training PR.AT
Data Security PR.DS
Information Protection PR.IP
Processes & Procedures '
Maintenance PR.MA
Protective Technology PR.PT
Anomalies and Events DE.AE
Secu-nt\r‘Cuntmuuus DE.CM
Monitoring
Detection Processes DE.DP
Response Planning RS.RP
Communications RS.CO
Analysis RS.AN
Mitigation RS.MI
Improvements RS.IM
Recovery Planning RC.RP
Improvements RC.IM
Communications RC.CO

ID.BE-5: Resilience requirements to
support delivery of critical services are
established for all operating states
(e.g. under duress/attack, during
recovery, normal operations)

COBIT 5 DS504.02
ISO/IEC 27001:2013 A.11.1.4, A.17.1.1,

A17.1.2,A17.2.1
NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-
14

6 informative

references

Aun: https://www.nist.gov/cyberframework/online-learning/cybersecurity-framework-components
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Mapping CSF Core Functions vs. ISO/IEC 27001:2013

Cybersecurity Framework ISO/IEC 27001:2013 ISMS .
D I e B e e e
v ) : - . ™ 1

A5 Information security policies *

m v v v v - VMMV 2 A6 Organization of information security bl
v v - - - V] 3 AT Human resource security **
v v - - - | | 4  AB8 Asset management *
- v - - - %] 5 A9 Access control =
- v - - - %] 6 A10 Cryptography *
v v - - - %] 7 A1l Physical and environmental security o
v v v v - v v e 8 A2 Operations security Fkdkk
v v - - - ¥+ 9 A13 Communications security *
u = v v - - V¥ 10 A.14 System acquisition, development and maintenance **
RECOVER
v v v - - VIV 11 A.15 Supplier relationships el
- v v v v VMMV 12 A.16 Information security incident management FEEE
v v - - - V11 13 A.17 Information security aspects of business continuity *
v v v - - [ | % | 14 A 18 Compliance il
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Framework Implementation Tiers

Tier 2 Tier 3 Tier 4

(Risk Informed) (Repeatable) (Adaptive)

Aun: https://www.nist.gov/cyberframework/online-learning/cybersecurity-framework-components
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Framework Profiles

* Alignment with business requirements, risk tolerance, and organizational
resources

« Enables organizations to establish a roadmap for reducing cybersecurity
risk

« Used to describe current state or desired target state of cybersecurity
activities

FRAMEWORK PROFILE

Aun: https://www.nist.gov/cyberframework/online-learning/cybersecurity-framework-components
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Building a Profile

Business Objectives

Organizatonal Mission and Business.
Objectives

|

Threat Environment

Home Depot data breach court battle will unfold between
May and August

A i A o ¢ R Es Pt |

Requirements & Controls

2

Cybersecurity Profile

[72]
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recovir RC

Aun: https://www.nist.gov/cyberframework/online-learning/cybersecurity-framework-components

90



Resource and Budget Decision Making

-~ Activities Activities
Subcategory Priority Gaps Budget
(Year 1) (Year 2)
1 Moderate Small SSS X
2 High Large SS X
3 Moderate Medium S X
98 Moderate None SS Reassess

...and supports on-going operational decisions, too

Aun: https://www.nist.gov/cyberframework/online-learning/cybersecurity-framework-components
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Framework version 1.1

LUIUNUARIY NIST Cybersecurity Framework version 1.1
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NIST Cybersecurity Framework

NIST Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1, 2018

NIST Cybersecurity Framework
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Awareness and Training
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Data Security
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-

IDENTIFY

&2 NIST Cybersecurity Framework
0=0

NIST Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1, 2018

What processes and assets

need protection?

The purpose of this function is to identify and develop the

organizational capability to management cybersecurity risk
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CYBERSECURITY
FRAMEWORK
VERSION 1.1
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Supply
Chain Risk
Strategy

Risk
Management
Strategy

Asset
Management

Business
Environment

Governance

Risk
Assessment
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Asset
Management

People managed
based on their
“relative
importance...”?

ID.AM

- Asset (hardware; software; facilities;
information; ) are identified and
managed consistent with their relative
importance to organizational objectives
and the organization’s risk strategy
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CYBERSECURITY
FRAMEWORK
VERSION 1.1
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Asset
Management

Supply Chain
Risk Strategy

Risk
Management
Strategy

Risk
Assessment

Business
Environment

Governance

Subcategory

ID.AM-1: Physical devices and systems within the

organization are inventoried

Informative References

CISCsC 1

COBIT 5 BAI09.01, BAI09.02

ISA 62443-2-1:2009 4.2.3.4

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A8.1.1, A8.1.2
NIST SP 800-53 Rev. 4 CM-8, PM-5

ID.AM-2: Software platforms and applications within the

organization are inventoried

CIS CsC 2

COBIT 5 BAI09.01, BAI09.02, BAI09.05

ISA 62443-2-1:2009 4.2.3.4

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A8.1.1, A8.1.2, A.125.1
NIST SP 800-53 Rev. 4 CM-8, PM-5

ID.AM-3: Organizational communication and data flows are

mapped

CIS CsC 12

COBIT 5 DS505.02

ISA 62443-2-1:2009 4.2.3.4

ISO/IEC 27001:2013 A.13.2.1, A.13.2.2

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8

ID.AM-4: External information systems are catalogued

CIS CsC 12

COBIT 5 APO02.02, APO10.04, DSS01.02
ISO/IEC 27001:2013 A.11.2.6

NIST SP 800-53 Rev. 4 AC-20, SA-9

ID.AM-5: Resources (e.g., hardware, devices, data, time,
personnel, and software) are prioritized based on their

classification, criticality, and business value

CIS CSC 13, 14

COBIT 5 APO03.03, APO03.04, APO12.01, BAI04.02, BAI09.02
ISA 62443-2-1:2009 4.2.3.6

ISO/IEC 27001:2013 A8.2.1

NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-6

ID.AM-6: Cybersecurity roles and responsibilities for the
entire workforce and third-party stakeholders (e.g.,

suppliers, customers, partners) are established

CIS CsC 17, 19

COBIT 5 APO01.02, APO07.06, APO13.01, DSS06.03
ISA 62443-2-1:2009 4.3.2.3.3

ISO/IEC 27001:2013 A6.1.1

NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11
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Environment

ID.BE

- The organization’s mission, objectives,
stakeholders and activities are understood
and prioritized.

Part of establishing the business context
for those familiar with 27001
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ID.BE-1: The organization’s role in the supply chain is

identified and communicated

Subcategory Informative References

COBIT 5 APO08.01, APO08.04, APO08.05, APO10.03, APO10.04,
ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3, A15.2.1,
NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s place in critical infrastructure

and its industry sector is identified and communicated

COBIT 5 APO02.06, APO03.01
ISO/IEC 27001:2013 Clause 4.1
NIST SP 800-53 Rev. 4 PM-8

ID.BE-3: Priorities for organizational mission, objectives, and

activities are established and communicated

COBIT 5 APO02.01, APO02.06, APO03.01
ISA 62443-2-1:2009 4.2.2.1,4.2.3.6
NIST SP 800-53 Rev. 4 PM-11, SA-14

ID.BE-4: Dependencies and critical functions for delivery of

critical services are established

COBIT 5 APO10.01, BAI04.02, BAI09.02
ISO/IEC 27001:2013 A.11.2.2, A.11.2.3,A12.1.3
NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11, PM-8, SA-14

ID.BE-5: Resilience requirements to support delivery of

critical services are established for all operating states (e.q.

COBIT 5 BAI03.02, DSS04.02
ISO/IEC 27001:2013 A.11.1.4, A.17.1.1, A17.1.2, A17.2.1
NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-13, SA-14
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Governance

ID.GV

- Cyber security policies are written and
communicated;

- Cyber roles and responsibilities;

- Legal / regulatory requirements;

- Governance & risk management
processes
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Subcategory

ID.GV-1: Organizational cybersecurity policy is established

and communicated

Informative References
CIs CsC 19
COBIT 5 APO01.03, APO13.01, EDM01.01, EDM01.02
ISA 62443-2-1:2009 4.3.2.6
ISO/IEC 27001:2013 A.5.1.1
NIST SP 800-53 Rev. 4 -1 controls from all security control

ID.GV-2: Cybersecurity roles and responsibilities are
coordinated and aligned with internal roles and external

partners

CIS CsC 19

COBIT 5 APO01.02, APO10.03, APO13.02, DSS05.04
ISA 62443-2-1:2009 4.3.2.3.3

ISO/IEC 27001:2013 A.6.1.1, A7.2.1, A15.1.1

NIST SP 800-53 Rev. 4 PS-7, PM-1, PM-2

ID.GV-3: Legal and regulatory requirements regarding
cybersecurity, including privacy and civil liberties

obligations, are understood and managed

CIS CSC 19

COBIT 5 BAI02.01, MEA03.01, MEA03.04

ISA 62443-2-1:2009 4.4.3.7

ISO/IEC 27001:2013 A.18.1.1, A.18.1.2, A.18.1.3, A.18.1.4,
NIST SP 800-53 Rev. 4 -1 controls from all security control

ID.GV-4: Governance and risk management processes

address cybersecurity risks

COBIT 5 EDM03.02, APO12.02, APO12.05, DSS04.02

ISA 62443-2-1:2009 4.2.3.1,4.23.3,4.2.3.8,4.2.3.9,4.2.3.11,
ISO/IEC 27001:2013 Clause 6

NIST SP 800-53 Rev. 4 SA-2, PM-3, PM-7, PM-9, PM-10, PM-11
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Assessment

ID.RA

- Threats, vulnerabilities, impacts, likelihood
are identified and used to determine the

level of risk;
- Risk treatment plans (responses) identified

and prioritized
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Subcategory

ID.RA-1: Asset vulnerabilities are identified and

documented

Informative References
CISCsC 4
COBIT 5 APO12.01, APO12.02, APO12.03, APO12.04, DSS05.01,
ISA 62443-2-1:2009 4.2.3,4.2.3.7,4.239,4.23.12
ISO/IEC 27001:2013 A.12.6.1, A.18.2.3

NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, RA-3, RA-5, SA-5, SA-

11, SI-2, SI-4, SI-5

ID.RA-2: Cyber threat intellicence is received from

information sharing forums and sources

CIscsCc 4

COBIT 5 BAI08.01

ISA 62443-2-1:2009 4.2.3,4.2.3.9,4.23.12
ISO/IEC 27001:2013 A6.1.4

NIST SP 800-53 Rev. 4 SI-5, PM-15, PM-16

ID.RA-3: Threats, both internal and external, are identified

and documented

CIscsC4a

COBIT 5 APO12.01, APO12.02, APO12.03, APO12.04
ISA 62443-2-1:2009 4.2.3,4.23.9,4.23.12

ISO/IEC 27001:2013 Clause 6.1.2

NIST SP 800-53 Rev. 4 RA-3, SI-5, PM-12, PM-16

ID.RA-4: Potential business impacts and likelihoods are

identified

CIscsCc4a

COBIT 5 DS504.02

ISA 62443-2-1:2009 4.2.3,4.23.9,4.23.12

ISO/IEC 27001:2013 A.16.1.6, Clause 6.1.2

NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-14, PM-9, PM-11

ID.RA-5: Threats, vulnerabilities, likelihoods, and impacts

are used to determine risk

CIscsCc 4

COBIT 5 APO12.02

ISO/IEC 27001:2013 A.12.6.1

NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-16

ID.RA-6: Risk responses are identified and prioritized

CIscsC4a

COBIT 5 APO12.05, APO13.02
ISO/IEC 27001:2013 Clause 6.1.3
NIST SP 800-53 Rev. 4 PM-4, PM-9
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ID.RM

- Risk management process;
- Risk criteria and tolerances;

Risk
Management
Strategy
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Asset Subcategory Informative References
Management . CISCsC 4
ID.RM-1: Risk management processes are established, . COBIT 5 APO12.04, APO12.05, APO13.02, BAI02.03, BAI04.02
y; . ISA 62443-2-1:2009 4.3.4.2
: : managed, and agreed to by organizational stakeholders . ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3, Clause 9.3
Supply Chain Business
Risk Strategy Environment : NIST SP 800-53 Rev. 4 PM-9

COBIT 5 APO12.06

ID.RM-2: Organizational risk tolerance is determined and ISA 62443-2-1:2009 4.32.6.5

clearly expressed . ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3
NIST SP 800-53 Rev. 4 PM-9
ID.RM-3: The organization’s determination of risk tolerance | COBIT 5 APO12.02
. ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3
Risk is informed by its role in critical infrastructure and sector . NIST SP 800-53 Rev. 4 SA-14, PM-8, PM-9, PM-11

Management Governance
Strategy

Risk
Assessment
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Supply Chain
Risk Strategy

ID.SC

- Supply chain risk management processes;
- Suppliers identified, prioritized & assessed;
- Contracts meet cybersecurity objectives;
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Subcategory Informative References

ID.SC-1: Cyber supply chain risk management processes
are identified, established, assessed, managed, and agreed

to by organizational stakeholders

CISCsC 4

COBIT 5 APO10.01, APO10.04, APO12.04, APO12.05, APO13.02,
BAIO1.03, BAI02.03, BAI04.02

ISA 62443-2-1:2009 4.3.4.2

ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3, A.15.2.1,
A152.2

NIST SP 800-53 Rev. 4 SA-9, SA-12, PM-9

ID.SC-2: Suppliers and third party partners of information
systems, components, and services are identified,
prioritized, and assessed using a cyber supply chain risk

assessment process

COBIT 5 APO10.01, APO10.02, APO10.04, APO10.05, APO12.01,
APO12.02, APO12.03, APO12.04, APO12.05, APO12.06, APO13.02,
BAI02.03

ISA 62443-2-1:2009 4.2.3.1,4.2.3.2,4.2.3.3,4.23.4,4.2.3.6,
4.238,4.239,4.23.10,4.23.12,4.23.13,4.23.14

ISO/IEC 27001:2013 A.15.2.1, A.15.2.2

NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-12, SA-14, SA-15, PM-9
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Subcategory

ID.SC-3: Contracts with suppliers and third-party partners
are used to implement appropriate measures designed to
meet the objectives of an organization’s cybersecurity

program and Cyber Supply Chain Risk Management Plan.

Informative References

COBIT 5 APO10.01, APO10.02, APO10.03, APO10.04, APO10.05

ISA 62443-2-1:2009 4.3.2.6.4,4.3.2.6.7
ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3

NIST SP 800-53 Rev. 4 SA-9, SA-11, SA-12, PM-9

ID.SC-4: Suppliers and third-party partners are routinely
assessed using audits, test results, or other forms of
evaluations to confirm they are meeting their contractual

obligations.

COBIT 5 APO10.01, APO10.03, APO10.04, APO10.05,
MEAO01.01, MEA01.02, MEA01.03, MEAQ1.04, MEAO1.05

ISA 62443-2-1:2009 4.3.2.6.7

ISA 62443-3-3:2013 SR 6.1

ISO/IEC 27001:2013 A.15.2.1, A15.2.2

NIST SP 800-53 Rev. 4 AU-2, AU-6, AU-12, AU-16, PS-7, SA-9,

SA-12

ID.SC-5: Response and recovery planning and testing are

conducted with suppliers and third-party providers

CIS CSC 19, 20

COBIT 5 DSS04.04

ISA 62443-2-1:2009 4.3.2.5.7,4.3.45.11

ISA 62443-3-3:2013 SR 2.8, SR 3.3, SR.6.1, SR 7.3, SR 7.4
ISO/IEC 27001:2013 A.17.1.3

NIST SP 800-53 Rev. 4 CP-2, CP-4, IR-3, IR-4, IR-6, IR-8, IR-9
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@ NIST Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1, 2018

What safeguards are
available?

PROTECT

Do what needs to be done to protect the assets by

developing and implementing safeguards
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PR.AC

- ldentity lifecycle is managed,;

- Physical and remote access is managed;

- Access permissions and authorization is
controlled; (Least priv / SoD)

- Networks are segmentate;

- IDs are bound to credentials and asserted;

- Authentication mechanisms are relevant to the
risk of the interaction / transaction
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Subcategory

Informative References

PR.AC-1: |dentities and credentials are issued, managed,
verified, revoked, and audited for authorized devices, users

and processes

CISCsC 1, 5, 15, 16

COBIT 5 DS505.04, DSS06.03

ISA 62443-2-1:2009 4.3.3.5.1

ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR 1.4, SR 1.5, SR
1.7,5SR 1.8,5R 1.9

ISO/IEC 27001:2013 A9.2.1, A9.2.2, A9.2.3, A9.2.4, A9.2.6,
A93.1,A9.42,A9.43

NIST SP 800-53 Rev. 4 AC-1, AC-2, IA-1, 1A-2, IA-3, IA-4, IA-5, IA-

6, IA-7, 1A-8, IA-9, IA-10, 1A-11

PR.AC-2: Physical access to assets is managed and

protected

COBIT 5 D5501.04, DSS05.05

ISA 62443-2-1:2009 4.3.3.3.2,4.3.3.3.8

ISO/IEC 27001:2013 A.11.1.1, A.11.1.2, Al11.1.3, Al11.1.4,
Al11.15 A11.1.6,A11.21,A11.23, A11.25, A11.2.6, A11.2.7,

A11.28

NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-4, PE-5, PE-6, PE-8
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PR.AC-3: Remote access is managed

Informative References
CIS CsC 12
COBIT 5 APO13.01, DSS01.04, DSS05.03
ISA 62443-2-1:2009 4.3.3.6.6

ISA 62443-3-3:2013 SR 1.13, SR 2.6

ISO/IEC 27001:2013 A.6.2.1, A.6.2.2, A11.2.6, A13.1.1, A13.2.1

NIST SP 800-53 Rev. 4 AC-1, AC-17, AC-19, AC-20, SC-15

PR.AC-4: Access permissions and authorizations are
managed, incorporating the principles of least privilege and

separation of duties

CIS CSC 3, 5, 12, 14, 15, 16, 18

COBIT 5 DSS05.04

ISA 62443-2-1:2009 4.3.3.7.3

ISA 62443-3-3:2013 SR 2.1

ISO/IEC 27001:2013 A.6.1.2, A9.1.2, A9.2.3, A9.4.1, A9.4.4,
A9.45

NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3, AC-5, AC-6, AC-14,

AC-16, AC-24
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COBIT 5 DS501.05, DSS05.02

ISA 62443-2-1:2009 4.3.3.4

Identity PR.AC-5: Network integrity is protected (e.g., network
Management . ISA 62443-3-3:2013 SR 3.1, SR 3.8
& Access segregation, network segmentation)
Control . ISO/IEC 27001:2013 A.13.1.1, A.13.1.3, A.13.2.1, A.14.1.2,
Al14.13
Protective Awareness
Technology and Training . NIST SP 800-53 Rev. 4 AC-4, AC-10, SC-7
CIS CSC, 16

COBIT 5 D5S505.04, DSS05.05, DSS05.07, DSS06.03
ISA 62443-2-1:2009 4.3.3.2.2,4.3.35.2,433.7.2,43.3.7.4

‘ ’ PR.AC-6: Identities are proofed and bound to credentials
ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.4, SR 1.5, SR 1.9, SR 2.1

Maintenance .’ Data Security and asserted in interactions

ISO/IEC 27001:2013, A.7.1.1, A9.2.1

Information . NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3, AC-16, AC-19, AC-

Protection
Processes & 24, 1A-1, IA-2, IA-4, IA-5, IA-8, PE-2, PS-3

Procedures
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Data Security

PR.AC-T: Users, devices, and other assets are
authenticated (e.g., single-factor, multi-factor)
commensurate with the risk of the transaction (e.g.,
individuals’ security and privacy risks and other

organizational risks)

Subcategory Informative References

CISCsC 1, 12, 15, 16

COBIT 5 DSS05.04, DSS05.10, DSS06.10

ISA 62443-2-1:2009 4.3.3.6.1, 4.3.3.6.2, 4.3.3.6.3, 4.3.3.6.4,
433.6.5,433.6.6,4.33.6.7,4.3.3.6.8,43.3.69

ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.5, SR 1.7, SR 1.8, SR
1.9, SR 1.10

ISO/IEC 27001:2013 A.9.2.1, A9.2.4, A9.3.1, A9.42, A9.4.3,
A.18.1.4

NIST SP 800-53 Rev. 4 AC-7, AC-8, AC-9, AC-11, AC-12, AC-14,

IA-1, 1A-2, 1A-3, IA-4, IA-5, 1A-8, I1A-9, IA-10, I1A-11
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PR.AT

- All users are informed and trained;’

- Privileged users, 3" parties, Senior Executives,
physical security personnel and cybersecurity
personnel understand their roles and (security)
responsibilities
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Subcategory

PR.AT-1: All users are informed and trained

Informative References

CIS CsC 17, 18

COBIT 5 APO07.03, BAI05.07

ISA 62443-2-1:2009 4.3.2.4.2
ISO/IEC 27001:2013 A.7.2.2, A12.2.1

NIST SP 800-53 Rev. 4 AT-2, PM-13

PR.AT-2: Privileged users understand their roles and

responsibilities

CIS CSC 5, 17, 18

COBIT 5 APO07.02, DSS05.04, DSS06.03
ISA 62443-2-1:2009 4.3.2.4.2,4.3.2.4.3
ISO/IEC 27001:2013 A6.1.1, A7.2.2

NIST SP 800-53 Rev. 4 AT-3, PM-13

PR.AT-3: Third-party stakeholders (e.g., suppliers,
customers, partners) understand their roles and

responsibilities

CIS CsC 17

COBIT 5 APOQ7.03, APO07.06, APO10.04, APO10.05
ISA 62443-2-1:2009 4.3.2.4.2

ISO/IEC 27001:2013 A6.1.1, A.7.2.1, A7.2.2

NIST SP 800-53 Rev. 4 PS-7, SA-9, SA-16
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Subcategory Informative References

Identity . CIS CSC 17,19
Management

& Access . COBIT 5 EDM01.01, APO01.02, APO07.03
Control PR.AT-4: Senior executives understand their roles and

ISA 62443-2-1:2009 4.3.2.4.2
responsibilities

Protective Awareness . ISO/IEC 27001:2013 A6.1.1, A7.2.2
Technology and Training

NIST SP 800-53 Rev. 4 AT-3, PM-13

CIs GsC 17

COBIT 5 APO07.03
PR.AT-5: Physical and cybersecurity personnel understand

e 4

Maintenance .’ Data Security

ISA 62443-2-1:2009 4.3.2.4.2
their roles and responsibilities

ISO/IEC 27001:2013 A6.1.1, A.7.2.2

NIST SP 800-53 Rev. 4 AT-3, IR-2, PM-13

Information
Protection
Processes &
Procedures
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PR.DS

- Data at rest and in transit is protected,;
- Assets are managed when be removed,
transferred or disposed;

- Capacity is managed;

- DLP is implemented,;

- Software, firmware, hardware and information
integrity checking is implemented;

- Dev/Test environments are separated from
production
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Awareness
and Training

Data Security

Subcategory

PR.DS-1: Data-at-rest is protected

Informative References

CIS CSC 13, 14

COBIT 5 APO01.06, BAI02.01, BAI06.01, DSS04.07, DSS05.03,
DS506.06

ISA 62443-3-3:2013 SR 3.4, SR 4.1

ISO/IEC 27001:2013 A.8.2.3

NIST SP 800-53 Rev. 4 MP-8, SC-12, SC-28

PR.DS-2: Data-in-transit is protected

CIS CSC 13, 14

COBIT 5 APO01.06, DS505.02, DSS06.06

ISA 62443-3-3:2013 SR 3.1, SR 3.8, SR 4.1, SR 4.2

ISO/IEC 27001:2013 A.8.2.3, A.13.1.1, A.13.2.1, A.13.2.3,
Al4.1.2,A14.1.3

NIST SP 800-53 Rev. 4 SC-8, SC-11, SC-12

PR.DS-3: Assets are formally managed throughout removal,

transfers, and disposition

CISCsC 1

COBIT 5 BAI09.03

ISA 62443-2-1:2009 4.3.3.3.9,4.3.4.4.1

ISA 62443-3-3:2013 SR 4.2

ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A8.3.2, A8.3.3, A11.2.5,
Al1.2.7

NIST SP 800-53 Rev. 4 CM-8, MP-6, PE-16
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Subcategory Informative References

PR.DS-4: Adequate capacity to ensure availability is

maintained

CISCsC 1, 2,13

COBIT 5 APO13.01, BAI0O4.04

ISA 62443-3-3:2013 SR 7.1, SR 7.2
ISO/IEC 27001:2013 A.12.1.3, A.17.2.1

NIST SP 800-53 Rev. 4 AU-4, CP-2, SC-5

PR.DS-5: Protections against data leaks are implemented

CISCsC 13

COBIT 5 APO01.06, DS505.04, DSS505.07, DS506.02

ISA 62443-3-3:2013 SR 5.2

ISO/IEC 27001:2013 A6.1.2, A7.1.1, A7.1.2, A7.3.1, A8.2.2,
A8.23,A9.1.1,A9.1.2, A9.23,A9.4.1,A9.44 A9.45, A10.1.1,
Al11.14,A11.15 A11.21,A13.1.1, A13.1.3, A13.2.1, A13.23,

Al13.24 A14.1.2,A14.13

NIST SP 800-53 Rev. 4 AC-4, AC-5, AC-6, PE-19, PS-3, PS-6, SC-

7, 5C-8, SC-13, SC-31, SI-4
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PR.DS-6: Integrity checking mechanisms are used to verify

software, firmware, and information integrity

CISCsC 2,3

COBIT 5 APO01.06, BAI06.01, DSS06.02

ISA 62443-3-3:2013 SR 3.1, SR 3.3, SR 3.4, SR 3.8

ISO/IEC 27001:2013 A.12.2.1, A.12.5.1, A14.1.2, A.14.1.3,
Alaza

NIST SP 800-53 Rev. 4 SC-16, SI-7

PR.DS-7: The development and testing environment(s) are

separate from the production environment

CIS CSC 18, 20
COBIT 5 BAI03.08, BAIO7.04
ISO/IEC 27001:2013 A.12.1.4

NIST SP 800-53 Rev. 4 CM-2

PR.DS-8: Integrity checking mechanisms are used to verify

hardware integrity

COBIT 5 BAI03.05
ISA 62443-2-1:2009 4.3.4.4.4
ISO/IEC 27001:2013 A.11.2.4

NIST SP 800-53 Rev. 4 SA-10, SI-7
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PR.IP

- Secure baselines are developed and maintained;
- An SDLC is implemented,;

- Change control is implemented;

- Backups are taken, maintained and tested;

- Physical operation environment for assets is
implemented;

- Data disposal / destruction policies are followed;

- Effectiveness of protection technology and lessons
for improvement is shared;

- Response and recovery plans are developed,
managed and tested;

- HR security policy and processes are developed;
- AVA plan is developed, implemented and updated.
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PR.IP-1: A baseline configuration of information
technology/industrial control systems is created and
maintained incorporating security principles (e.g. concept

of least functionality)

CIS CsC 3,9, 11

COBIT 5 BAI10.01, BAI10.02, BAI10.03, BAI10.05

ISA 62443-2-1:2009 4.3.4.3.2,4.3.43.3

ISA 62443-3-3:2013 SR 7.6

ISO/IEC 27001:2013 A.12.1.2, A.125.1, A12.6.2, A.14.2.2,
Al14.23,Al14.24

NIST SP 800-53 Rev. 4 CM-2, CM-3, CM-4, CM-5, CM-6, CM-7,
CM-9, SA-10

PR.IP-2: A System Development Life Cycle to manage

systems is implemented

CIS CSC 18

COBIT 5 APO13.01, BAI03.01, BAI03.02, BAI03.03

ISA 62443-2-1:2009 4.3.4.3.3

ISO/IEC 27001:2013 A.6.1.5, A.14.1.1, A.14.2.1, A.14.2.5

NIST SP 800-53 Rev. 4 PL-8, SA-3, SA-4, SA-8, SA-10, SA-11,

SA-12, SA-15, SA-17, SI-12, SI-13, SI-14, SI-16, SI-17
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PR.IP-3: Configuration change control processes are in

place

Informative References

CIS CsC 3, 11

COBIT 5 BAI01.06, BAI06.01

ISA 62443-2-1:2009 4.3.4.3.2,4.3.4.3.3

ISA 62443-3-3:2013 SR 7.6

ISO/IEC 27001:2013 A.12.1.2, A.12.5.1, A12.6.2, A.14.2.2,
A14.23,A14.24

NIST SP 800-53 Rev. 4 CM-3, CM-4, SA-10

PR.IP-4: Backups of information are conducted,

maintained, and tested

CIS CsC 10

COBIT 5 APO13.01, DSS01.01, DSS04.07

ISA 62443-2-1:2009 4.3.4.3.9

ISA 62443-3-3:2013 SR 7.3, SR 7.4

ISO/IEC 27001:2013 A.12.3.1, A.17.1.2, A.17.1.3, A.18.1.3

NIST SP 800-53 Rev. 4 CP-4, CP-6, CP-9

PR.IP-5: Policy and regulations regarding the physical

operating environment for organizational assets are met

COBIT 5 DS501.04, DSS05.05
ISA 62443-2-1:2009 4.3.3.3.1 4.3.3.3.2,4.3.3.3.3,4.33.3.5,
43336

ISO/IEC 27001:2013 A.11.1.4, A.11.2.1, A11.2.2, A11.2.3

NIST SP 800-53 Rev. 4 PE-10, PE-12, PE-13, PE-14, PE-15, PE-18
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PR.IP-6: Data is destroyed according to policy

Informative References

COBIT 5 BAI09.03, DS505.06

ISA 62443-2-1:2009 4.3.4.4.4

ISA 62443-3-3:2013 SR 4.2

ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A8.3.2, A11.2.7

NIST SP 800-53 Rev. 4 MP-6

PR.IP-7: Protection processes are improved

COBIT 5 APO11.06, APO12.06, DSS04.05

ISA 62443-2-1:2009 4.4.3.1,4.43.2,4.43.3,4434,4435,
4436,443.7,44338

ISO/IEC 27001:2013 A.16.1.6, Clause 9, Clause 10

NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR-8, PL-2, PM-6

PR.IP-8: Effectiveness of protection technologies is shared

COBIT 5 BAI08.04, DSS03.04
ISO/IEC 27001:2013 A.16.1.6

NIST SP 800-53 Rev. 4 AC-21, CA-7, SI-4

PR.IP-9: Response plans (Incident Response and Business
Continuity) and recovery plans (Incident Recovery and

Disaster Recovery) are in place and managed

CIS CsC 19

COBIT 5 APO12.06, DSS04.03

ISA 62443-2-1:2009 4.3.25.3,4.3.45.1

ISO/IEC 27001:2013 A.16.1.1, A.17.1.1, A17.1.2, A17.1.3

NIST SP 800-53 Rev. 4 CP-2, CP-7, CP-12, CP-13, IR-7, IR-8, IR-

9, PE-17
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PR.IP-10: Response and recovery plans are tested

Informative References

CIS CSC 19, 20

COBIT 5 D5504.04

ISA 62443-2-1:2009 4.3.2.5.7,4.3.4.5.11
ISA 62443-3-3:2013 SR 3.3

ISO/IEC 27001:2013 A.17.1.3

NIST SP 800-53 Rev. 4 CP-4, IR-3, PM-14

PR.IP-11: Cybersecurity is included in human resources

practices (e.g., deprovisioning, personnel screening)

CIS CSC 5, 16

COBIT 5 APO07.01, APO07.02, APOQ7.03, APO07.04, APOO7.05

ISA 62443-2-1:2009 4.3.3.2.1,4.3.3.2.2,433.2.3

ISO/IEC 27001:2013 A.7.1.1, A7.1.2, A7.2.1, AT.22, AT.2.3,
AT73.1,A8.1.4

NIST SP 800-53 Rev. 4 PS-1, PS-2, PS-3, PS-4, PS-5, PS-6, PS-7,

PS-8, SA-21

PR.IP-12: A vulnerability management plan is developed

and implemented

CIS CsC 4, 18, 20

COBIT 5 BAI03.10, DSS05.01, DSS05.02

ISO/IEC 27001:2013 A.12.6.1, A.14.2.3, A.16.1.3, A.18.2.2,
A.18.23

NIST SP 800-53 Rev. 4 RA-3, RA-5, SI-2
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PR.MA

- Maintenance / repair of assets is monitored,
recorded and conducted with approved and
controlled tools;

- Remote maintenance is managed and

performed in a way that prevents unauthorized
access
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|dentity . COBIT 5 BAI03.10, BAI09.02, BAI09.03, DSS01.05

Management PR.MA-1: Maintenance and repair of organizational assets
& Access

Control ISA 62443-2-1:2009 4.3.3.3.7

are performed and logged, with approved and controlled
ISO/IEC 27001:2013 A.11.1.2, A.11.2.4, A11.25, A11.2.6

tools
Protective Awareness . NIST SP 800-53 Rev. 4 MA-2, MA-3, MA-5, MA-6
Technology and Training
CIS CsC 3,5
PR.MA-2: Remote maintenance of organizational assets is |- COBIT 5 D5505.04
approved, logged, and performed in a manner that . ISA 62443-2-1:2009 4.3.3.6.5, 4.3.3.6.6, 4.3.3.6.7, 4.3.3.6.8
‘ ’ prevents unauthorized access . ISO/IEC 27001:2013 A.11.2.4, A15.1.1, A15.2.1

NIST SP 800-53 Rev. 4 MA-4

Maintenance .’ Data Security

Information
Protection
Processes &
Procedures
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PR.PT

- Audit / log records are determined, documented and
implemented;
- Removable media is protected and its use

restricted,;

- Systems / applications apply “least functionality”

- Communication and control (Management
networks) are protected;

- Mechanisms to achieve resilience requirements are
implemented.
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PR.PT-1: Audit/\og records are determined, documented,

implemented, and reviewed in accordance with policy

CISCSC 1, 3,5,6, 14, 15, 16

COBIT 5 APO11.04, BAI03.05, DSS05.04, DSS05.07, MEA02.01

ISA 62443-2-1:2009 4.3.3.3.9,4.3.358,4.3.4.4.7,4.4.2.1,
4422,4424

ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR 2.11, SR 2.12

ISO/IEC 27001:2013 A.12.4.1, A12.4.2, A.12.4.3, A12.4.4,
Al12.7.1

NIST SP 800-53 Rev. 4 AU Family

PR.PT-2: Removable media is protected and its use

restricted according to policy

CIS CsC g, 13

COBIT 5 APO13.01, DSS05.02, DSS05.06

ISA 62443-3-3:2013 SR 2.3

ISO/IEC 27001:2013 A.8.2.1, A.8.2.2, A8.2.3, A8.3.1, A8.3.3,

Al11.29

NIST SP 800-53 Rev. 4 MP-2, MP-3, MP-4, MP-5, MP-7, MP-8

132




D

— CYBERSECURITY
m FRAMEWORK
1] VERSION 1.1
o
Z
o

Identity
Management
& Access
Control

Awareness
and Training

Protective
Technology

e 4
@

Maintenance Data Security

Information
Protection
Processes &
Procedures

Subcategory

PR.PT-3: The principle of least functionality is incorporated

by configuring systems to provide only essential capabilities

Informative References

CISCsC 3,11, 14

COBIT 5 DSS05.02, DSS05.05, DSS06.06

ISA 62443-2-1:2009 4.3.35.1,4.3.3.5.2,4.3.35.3,43.354,
43355,43356,43357,43358,433.6.1,433.6.2,43.36.3,
433.6.4,433.6.5,4336.6,433.6.7,433.6.8,433.6.9,43.3.7.1,
433.72,433.73,4337.4

ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR 1.4, SR 1.5, SR
1.6,SR1.7,SR 1.8, SR 1.9, SR 1.10, SR 1.11, SR 1.12, SR 1.13, SR 2.1,
SR22,5R23,5R24,5R 25,5R 2.6, SR 2.7

ISO/IEC 27001:2013 A9.1.2

NIST SP 800-53 Rev. 4 AC-3, CM-7

PR.PT-4: Communications and control networks are

protected

CIS CSC 8, 12, 15

COBIT 5 DSS505.02, APO13.01

ISA 62443-3-3:2013 SR 3.1, SR 3.5, SR 3.8, SR 4.1, SR 4.3, SR
51,SR52,5R53,SR7.1,SR7.6

ISO/IEC 27001:2013 A.13.1.1, A.13.2.1, A.14.1.3

NIST SP 800-53 Rev. 4 AC-4, AC-17, AC-18, CP-8, SC-7, SC-19,
SC-20, SC-21, SC-22, SC-23, SC-24, SC-25, SC-29, SC-32, SC-36, SC-

37, SC-38, SC-39, SC-40, SC-41, SC-43
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COBIT 5 BAI04.01, BAI04.02, BAI04.03, BAIO4.04, BAI04.05,
Protective Awareness DSS01.05

Technology and Training
PR.PT-5: Mechanisms (e.g., failsafe, load balancing, hot . ISA 62443-2-1:2009 4.3.2.5.2
swap) are implemented to achieve resilience requirements |- ISA 62443-3-3:2013 SR 7.1,SR 7.2
in normal and adverse situations . ISO/IEC 27001:2013 A17.1.2, A17.2.1

‘ ’ . NIST SP 800-53 Rev. 4 CP-7, CP-8, CP-11, CP-13, PL-8, SA-14,
SC-6
Maintenance . Data Security

Information
Protection
Processes &
Procedures
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What techniques can identify

incidents?

DETECT

Ensure the organization is capable of identifying a

cybersecurity event (incident) when it happens
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DE.AE

- Data flow baselines are established and
managed;

- Detected events are analyzed to understand
attack target, methods;

- Event data is collected and correlated from
multiple sources;

- Impact of events is determined;
- Incident thresholds are established.
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CYBERSECURITY CISCSC 1,4,6,12, 13,15, 16
# FRAMEWORK
w VERSION 1.1 DE.AE-1: A baseline of network operations and expected |- COBIT 5 DSS03.01
(&)
% data flows for users and systems is established and . ISA 62443-2-1:2009 4.4.3.3
managed . ISO/IEC 27001:2013 A.12.1.1, A.12.1.2, A.13.1.1, A13.1.2

NIST SP 800-53 Rev. 4 AC-4, CA-3, CM-2, SI-4

CIS CSC 3, 6, 13,15
COBIT 5 DSS05.07

ISA 62443-2-1:2009 4.3.45.6,4.3.45.7,43.458
DE.AE-2: Detected events are analyzed to understand

ISO/IEC 27001:2013 A.12.4.1, A.16.1.1, A.16.1.4

NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, SI-4

CISCSC 1,3,4,5,6,7,8,11, 12,13, 14, 15, 16

COBIT 5 BAI08.02
DE.AE-3: Event data are collected and correlated from

ISA 62443-3-3:2013 SR 6.1
multiple sources and sensors

. ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR 2.11, SR 2.12,
attack targets and methods
SR3.9,SR6.1,SR 6.2

ISO/IEC 27001:2013 A.12.4.1, A.16.1.7

NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR-5, IR-8, SI-4
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DE.AE-4: Impact of events is determined

Informative References
CIscsCc 4,6
COBIT 5 APO12.06, DSS03.01
ISO/IEC 27001:2013 A.16.1.4

NIST SP 800-53 Rev. 4 CP-2, IR-4, RA-3, SI-4

DE.AE-5: Incident alert thresholds are established

CIS CSC 6, 19

COBIT 5 APO12.06, DS503.01
ISA 62443-2-1:2009 4.2.3.10
ISO/IEC 27001:2013 A.16.1.4

NIST SP 800-53 Rev. 4 IR-4, IR-5, IR-8
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COBIT 5 DSS05.01

ISA 62443-2-1:2009 4.3.4.3.8
DE.CM-4: Malicious code is detected

ISA 62443-3-3:2013 SR 3.2

ISO/IEC 27001:2013 A.12.2.1

Anomalies

and Events NIST SP 800-53 Rev. 4 SI-3, SI-8

CIscsC7,8

COBIT 5 DSS05.01

DE.CM-5: Unauthorized mobile code is detected . ISA 62443-3-3:2013 SR 2.4

ISO/IEC 27001:2013 A.12.5.1, A.12.6.2

NIST SP 800-53 Rev. 4 SC-18, SI-4, SC-44

COBIT 5 APO07.06, APO10.05
DE.CM-6: External service provider activity is monitored to

ISO/IEC 27001:2013 A.14.2.7, A.15.2.1
detect potential cybersecurity events

Detection Cgﬁgx&gjs . NIST SP 800-53 Rev. 4 CA-7, PS-7, SA-4, SA-9, SI-4
Processes

Monitoring
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CISCsC 1, 2,3,5,9,12, 13,15, 16

COBIT 5 DSS05.02, DSS05.05
DE.CM-T: Monitoring for unauthorized personnel,

ISO/IEC 27001:2013 A.12.4.1, A.14.2.7, A.15.2.1

Anomalies connections, devices, and software is performed
and Events . NIST SP 800-53 Rev. 4 AU-12, CA-7, CM-3, CM-8, PE-3, PE-6,
PE-20, SI-4
CIS CSC 4, 20

COBIT 5 BAI03.10, DSS05.01
DE.CM-8: Vulnerability scans are performed . ISA 62443-2-1:2009 4.2.3.1, 4.2.3.7
ISO/IEC 27001:2013 A.12.6.1

NIST SP 800-53 Rev. 4 RA-5

Security
Continuous
Monitoring

Detection
Processes
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DE.CM

- Detection roles, responsibilities and activities

are defined;

- Detection processes are tested,;
- Event detection information is communicated;
- Detection processes are improved.
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CIS CsC 19

COBIT 5 APO01.02, DSS05.01, DSS06.03
DE.DP-1: Roles and responsibilities for detection are well

ISA 62443-2-1:2009 4.4.3.1
defined to ensure accountability
ISO/IEC 27001:2013 A.6.1.1, A7.2.2

NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14

Anomalies

and Events . COBIT 5 DSS06.01, MEA03.03, MEA03.04
DE.DP-2: Detection activities comply with all applicable . ISA 62443-2-1:2009 4.4.3.2
requirements . ISO/IEC 27001:2013 A.18.1.4, A.18.2.2, A.18.2.3

NIST SP 800-53 Rev. 4 AC-25, CA-2, CA-7, SA-18, SI-4, PM-14

COBIT 5 APO13.02, DSS05.02
ISA 62443-2-1:2009 4.4.3.2
DE.DP-3: Detection processes are tested . ISA 62443-3-3:2013 SR 3.3

ISO/IEC 27001:2013 A.14.2.8

: Securit
Detection Continuo{Js . NIST SP 800-53 Rev. 4 CA-2, CA-7, PE-3, SI-3, SI-4, PM-14

Processes

Monitoring
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CIS CSC 19

COBIT 5 APO08.04, APO12.06, DSS02.05
Anomalies . ISA 62443-2-1:2009 4.3.4.5.9

and Events DE.DP-4: Event detection information is communicated
ISA 62443-3-3:2013 SR 6.1

ISO/IEC 27001:2013 A.16.1.2, A.16.1.3

NIST SP 800-53 Rev. 4 AU-6, CA-2, CA-7, RA-5, SI-4

COBIT 5 APO11.06, APO12.06, DSS04.05
ISA 62443-2-1:2009 4.4.3.4

DE.DP-5: Detection processes are continuously improved
ISO/IEC 27001:2013 A.16.1.6

NIST SP 800-53 Rev. 4, CA-2, CA-7, PL-2, RA-5, SI-4, PM-14

Security
Continuous
Monitoring

Detection
Processes
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What techniques can contain
impacts of incidents?

Ensure the activities to take action if a cybersecurity event is

identified are in place
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- Response plan is executed after an incident

Mitigation
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Subcategory Informative References

CIS CsC 19
COBIT 5 APO12.06, BAIO1.10
P4 ISA 62443-2-1:2009 4.3.4.5.1
Improvemen Communicat incident
s ions . ISO/IEC 27001:2013 A.16.1.5
NIST SP 800-53 Rev. 4 CP-2, CP-10, IR-4, IR-8

RS.RP-1: Response plan is executed during or after an

Mitigation
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Response
Planning

RS.CO

- Response personnel know their responsibilities;

- Incidents are reported based on established
ons criteria;

- Information is shared and coordination with
stakeholders managed;

Mitigation
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Response
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Improvemen Communicat
ts ions

Mitigation

Subcategory

RS.CO-1: Personnel know their roles and order of

operations when a response is needed

Informative References

CIS CsC 19

COBIT 5 EDM03.02, APO01.02, APO12.03

ISA 62443-2-1:2009 4.3.4.5.2,4.3.45.3,43.454
ISO/IEC 27001:2013 A6.1.1, A7.2.2, A16.1.1

NIST SP 800-53 Rev. 4 CP-2, CP-3, IR-3, IR-8

RS.CO-2: Incidents are reported consistent with

established criteria

CIS CsC 19

COBIT 5 DS501.03

ISA 62443-2-1:2009 4.3.4.5.5
ISO/IEC 27001:2013 A.6.1.3, A.16.1.2

NIST SP 800-53 Rev. 4 AU-6, IR-6, IR-8

RS.CO-3: Information is shared consistent with response

plans

SI-4

CIS CsC 19

COBIT 5 DSS03.04

ISA 62443-2-1:2009 4.3.4.5.2

ISO/IEC 27001:2013 A.16.1.2, Clause 7.4, Clause 16.1.2

NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR-4, IR-8, PE-6, RA-5,
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Subcategory Informative References

Response . CIS CSsC 19

Plannin

. COBIT 5 DSS03.04
RS.CO-4: Coordination with stakeholders occurs consistent
ISA 62443-2-1:2009 4.3.4.5.5
with response plans
ISO/IEC 27001:2013 Clause 7.4

Improvemen Communicat . NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8
ts ions

CIS CSC 19
RS.CO-5: Voluntary information sharing occurs with
COBIT 5 BAI08.04
external stakeholders to achieve broader cybersecurity

ISO/IEC 27001:2013 A6.1.4
situational awareness

NIST SP 800-53 Rev. 4 SI-5, PM-15

Mitigation
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- Impact of the incident is understood,;
Improvement Communicati - Forensic analysis is performed;
- = - Incidents are categorized;
- Processes to receive, analyze and respond to
vulnerabilities are established.

Response
Planning

RS.AN

- Alerts from detection systems are investigated;

Mitigation
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‘5 CISCsC 4, 6,8, 19
K

COBIT 5 DSS02.04, DSS02.07

RS.AN-1: Notifications from detection systems are . ISA 62443-2-1:2009 4.3.4.5.6,4.3.457,43.45.8
investigated . ISA 62443-3-3:2013 SR 6.1

Response ‘ ISO/IEC 27001:2013 A.12.4.1, A.12.4.3, A.16.1.5

Planning
NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR-5, PE-6, SI-4

COBIT 5 D5502.02

ISA 62443-2-1:2009 4.3.4.5.6,4.3.45.7,43.4538
RS.AN-2: The impact of the incident is understood
Improvemen Communicat . ISO/IEC 27001:2013 A.16.1.4, A.16.1.6

ts ions
NIST SP 800-53 Rev. 4 CP-2, IR-4

COBIT 5 APO12.06, DSS03.02, DSS05.07

ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR 2.11, SR 2.12,
RS.AN-3: Forensics are performed SR 3.9,SR6.1

ISO/IEC 27001:2013 A.16.1.7

NIST SP 800-53 Rev. 4 AU-7, IR-4

Mitigation
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Subcategory Informative References

CIS CsC 19

COBIT 5 DSS02.02
Response RS.AN-4: Incidents are categorized consistent with
Planning . ISA 62443-2-1:2009 4.3.4.5.6
response plans
ISO/IEC 27001:2013 A.16.1.4

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-5, IR-8

RS.AN-5: Processes are established to receive, analyze and |,
Improvemen Communicat CIs CsC 4, 19

ts ions respond to vulnerabilities disclosed to the organization
COBIT 5 EDM03.02, DSS05.07

from internal and external sources (e.g. internal testing,
NIST SP 800-53 Rev. 4 SI-5, PM-15

security bulletins, or security researchers)

Mitigation

154



— CYBERSECURITY
m FRAMEWORK
1] VERSION 1.1

o

Z

@

Improvement
S

Response
Planning

RS.Mi

Communicati

- Incidents are contained and mitigated;
ons

- New vulnerabilities are mitigated or accepted
as risks.

Mitigation
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CIS CsC 19
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COBIT 5 APO12.06

ISA 62443-2-1:2009 4.3.4.5.6
RS.MI-1: Incidents are contained
ISA 62443-3-3:2013 SR 5.1, SR 5.2,SR 54

Response . ISO/IEC 27001:2013 A.12.2.1, A.16.1.5
Planning
NIST SP 800-53 Rev. 4 IR-4

CIS CSC 4, 19

COBIT 5 APO12.06

Improtvemen Com_municat RS.MI-2: Incidents are mitigated . ISA 62443-2-1:2009 4.3.4.5.6,4.3.4.5.10
S - ISO/IEC 27001:2013 A.12.2.1, A.16.1.5

NIST SP 800-53 Rev. 4 IR-4

CIs csc 4
RS.MI-3: Newly identified vulnerabilities are mitigated or . COBIT 5 APO12.06
documented as accepted risks . ISO/IEC 27001:2013 A.12.6.1

NIST SP 800-53 Rev. 4 CA-7, RA-3, RA-5

Mitigation
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Planning

RS.IM

Improvement Communicati - Response plans incorporate lessons learnt;
S ons -
- Response strategies are updated.

Mitigation
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Subcategory Informative References

Response . COBIT 5 BAIO1.13
Planning

ISA 62443-2-1:2009 4.3.4.5.10, 4.4.3.4
RS.IM-1: Response plans incorporate lessons learned

ISO/IEC 27001:2013 A.16.1.6, Clause 10

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

Improvemen Communicat . COBIT 5 BAI01.13, DSS04.08
ts ions

RS.IM-2: Response strategies are updated . ISO/IEC 27001:2013 A.16.1.6, Clause 10

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

Mitigation

158



@ NIST Cybersecurity Framework

‘6 NIST Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1, 2018

0dS3H

oV

What techniques can restore
capabilities?

RECOVER

Develop and implement recovery plans to ensure that the

impact of a cybersecurity event can be minimized and normal

operations resumed in a timely manner
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Recovery
Planning

‘ RC.RP

- Recovery plan is executed during or after a
cybersecurity incident.

Recover

* o

Communication Improvements
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Subcategory Informative References

Recovery
RC.RP-1: Recovery plan is executed during or after a . COBIT 5 APO12.06, DSS02.05, DSS03.04
cybersecurity incident . ISO/IEC 27001:2013 A.16.1.5

NIST SP 800-53 Rev. 4 CP-10, IR-4, IR-8

Recover

Communica Improveme
tion nts
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Recovery
Planning

‘ RC.IM

- Recovery plans incorporate lessons learned

and strategies are updated.

Recover

* s

Communication Improvements
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Recovery
Planning

Recover

Communica
tion

Improveme
nts

Subcategory Informative References

RC.IM-1: Recovery plans incorporate lessons learned

COBIT 5 APO12.06, BAI05.07, DSS04.08
ISA 62443-2-1:2009 4.4.3.4
ISO/IEC 27001:2013 A.16.1.6, Clause 10

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

RC.IM-2: Recovery strategies are updated

COBIT 5 APO12.06, BAIO7.08
ISO/IEC 27001:2013 A.16.1.6, Clause 10

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8
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°

Recovery
Planning

=

Recover

o

Improvements

RC.CO

- PR is managed,;
- Reputation is repaired;
- Recovery activities are communicated.
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Subcategory Informative References

Recovery . COBIT 5 EDM03.02
Planning RC.CO-1: Public relations are managed
ISO/IEC 27001:2013 A.6.1.4, Clause 7.4

COBIT 5 MEA03.02
RC.CO-2: Reputation is repaired after an incident
ISO/IEC 27001:2013 Clause 7.4

RC.CO-3: Recovery activities are communicated to internal |- COBIT 5 APO12.06
and external stakeholders as well as executive and . ISO/IEC 27001:2013 Clause 7.4
Recover management teams . NIST SP 800-53 Rev. 4 CP-2, IR-4

Communica Improveme
tion nts
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IDENTIFY -

PROTECT -

DETECT -

RESPOND -

RECOVER -
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